CS6846 — Quantum Algorithms and Cryptography
Finishing RSA. Fourier Transform

Instructor: Shweta Agrawal, [IT Madras
Email; shweta@cse.iitm.ac.in
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Random Oracle Model
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Oracle is a box that takes some binary string as input and returns
binary string as output

Internal workings unknown and inscrutable

Box is consistent: same input, same output

Anyone can interact (honest or adversary) by querying oracle
Random oracle mimics random function

Hard to invert by definition

7/21



|
RSA Encryption in ROM Crr )

n ﬂ

R L B LY (vandom  orack)
Koy (nen (GremPSA U"“) — N, ¢ &
TN (N, 4)
Ene (™) Lek wm € 3% ;]L'

Somple n & Z,

(ompue  n° ed
HM B ™
Sec @«: U) S Javert Bsa & get
Compnte  HIMN & gk o

8/21



|
Security
P eoram I} RsA  1e hond adobive o (4, Rop

protke  thun e Stheme (L 15
ive - CPA Se et

Vol Lg A e oW ad vey s oy

Comsidmn e 0 ome Tub Ky o ()
LA A ondevm ,flum(/Hon H s cwsen

1 enRSA i awe o ger (Noeid)
UA 15 %ivw\ ’[?k" CT\)Jé) Az( Wﬂ*}
oy H) A oWPUES 2 g

m

Yy € iL/O‘, 1?]1‘

b 9/21



- |
5 & vandom bt b b A e 27 e

UoStn. A 15 given
?,12’ NUOA Nf —H(‘ﬂ)@wb )

B ey confinus gy
bit b Y out puk At

4B /P | . o o
wpk s Lk LT -
Lk w dafin e & = ?Y('?VJQK&,TF(' ):’)

nk ]

@& CbtkLhiQﬁL [V +o f}t'

10/21



|
Lok Succ be “the event Hhot PwKﬁJ,W‘C[h)’J-

Vo Cgum) = Pr Lsucg A qﬁ)* 8% ng, A Quuy)
& Pr(suee A querg) + T (Sury)
Oloum ju W o5 O romndom orode
1

ov (Suce A Gony) & 5

Cloum 3L RSA
AL KOI ’l/l/\avu Py Cﬁ?uuwtf)

H s nvode | Lot
ﬁ?_/‘; Sleetdn ° 5_F Quw'wj scews, fren  0ne of o s

ULy 125 sohis faes 2% = ¢, nmod N nn



FYRERY- L Owmswer Ho  Rsh

eme P () B wigive s g
pop 15 hand.

12/21



N
B voleon Fo uriey b"rww)-‘jﬂs . ~
N =&

Toulied Tronsform  puer  Z, -

T s n  Uwange o basis Lcsse,n%a“q) _
(onsidar & sof of  funchons ¢ 8 hﬁﬂé@olﬁn

SLJU/) VAR A

= B {,{Sd

U

Let 4 ; %{o,raq - (C) few

g(v) = 2 9 S, )
petory’
C, ok ed “stonmdand” ﬁeqwesemb@{iom

13/21



o") 7
B ﬂ(- o g J'S e w{u.mn
% - ﬁLD 1 L. ‘j \
_ L wettoy witm 05
. mljwhem e,;(cpﬂ”
ﬂ(-an 'ﬂ—h" ']JDSl.‘JhDh Wheve
we howme o0 L
T'Olula‘/ ?mf‘ll’j BoesiS
n
Lk ¢, X € PR Thew
a X = E%_ 7 X (:Wv\oc; 2')'
=1
= + X{

A4

14 /21



+ veisien .

ok )
(=) = | f X=o0
-1 .U?’ e X =1
4 e [.X) Fourier charocteristic
- T
Note-
Y, (x) = L
_ - %
Oefine  The l’wwm{;r %n?kﬁ‘s “ z K‘B reto iy
9(‘0..- = %r Loﬂil ) 21'\

x. ()

15/21



/J?fowz,.o s o -
Q)_ O{%.gcsonal.
'WQIH 5low
2 X _(x) X, = o if ' R4
B(E:‘U?f‘lw = 2&'\, pw-
x) -0 ¥ TxY
L9 %% *)
¢ =1 ow

‘e ?’0; 'jﬂ

£ (s ld) - o i ey

e .
LAY QO“’@Y (%) v 16/21






2 T =

(o

,1/[@/1 Le

Conf:'lf}b*"

€

b

fn &y (,%(U}J:

e, [
X e 1013

(_%(U\ Xy Lx‘] -

1.

= | 1.,? o=
=} o s Wise

Ex (I—r " T{_L")y
I iy RAEE

— ®
e (T 1 )

o= |

= £, [%r@ . GQJ-

| c® =0, clsed



|
Chonge o Basis  View

300 2 g(v) X, ®

vy et, — |

(loum - a@) _ g, [%r LX) g(j()j

/ )
. _ A y
?ij’. g%(%\:@)ﬂ @()>:bxk§ab{)x# )%@)

- 240 & ()% lx))
¥ SFMAM Cone 9 (o)
= ga Lo’)_ Ec (%olx) 9(%))= Ex(am)

19/21




gmplamam%mﬁom of Basis Uange
lowm - V) =1S 3%
Clow V) 5}2;

Then W& = Z%UND
Y

ok Oy - L2 goorr@"u)

m X —\,——-—;’K
X = (=1
=L éfj(x) 2 ’\J% (")( vy ¥
X Y

L 23(_)( (=) N 7D



@n ~ 1) :J‘.LJ Z (x>
= H %C\;) [V> (%)
vz 2“ Wy =& 2 e
- NEYPS
Qaukaoh~jo>ZmLK€M): =4 %30‘) %>

N = 2 517y
oY 2) # is LDO\,{&VI&J

j-' iqlﬁﬂ = %/o,lj

emse )5 °

RG] q e
o -

/’ jlor- & (ﬂw}%(t—‘ﬁ“?

Tells  which condition & true.

Let 6 C)() = L"')%
(ﬂnuinu ‘/o wr selves ’h/@’(’ D/P 9,(, vt 2 2 ‘C-‘Czr/)zllll)‘>




