
CS6846 – Quantum Algorithms and Cryptography

RSA Encryption

Instructor: Shweta Agrawal, IIT Madras

Email: shweta@cse.iitm.ac.in
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Recap: RSA Assumption
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TextBook RSA
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Recap:IND-CPA Security
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What goes wrong?
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Randomizing Encryption
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Random Oracle Model

1 Oracle is a box that takes some binary string as input and returns
binary string as output

2 Internal workings unknown and inscrutable

3 Box is consistent: same input, same output

4 Anyone can interact (honest or adversary) by querying oracle

5 Random oracle mimics random function

6 Hard to invert by definition
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RSA Encryption in ROM
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Is this Secure: Intuition
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