
 

CS6570: Secure Systems Engineering 
Course Instructor : Chester Rebeiro, Assistant Professor, IIT Madras 

E Slot 

Lectures: Tuesdays 11:00 to 12:00; Wednesdays 10:00 to 10:50; Thursdays 8:00 to 8:50 

Tutorials: Fridays 16:50 to 17:40 (Not all Fridays will have tutorials) 

Location: CS34, Department of Computer Sc. and Engg., IIT Madras 

Teaching Assistants 

● Keerthi K.  
● Prasanna Karthik 

● Nikhilesh Kumar Singh 

Course Objectives 
This is a 12 credit elective course that can be taken by 6-th, 7-th, 8-th semester BTech students,                                   

Dual Degree students, and MTech students. The objective of the course is to introduce students                             

to secure systems. The course would cover the design and implementation of secure systems.                           

There will be three parts in the course (1) security threats and exploits in programs (2)                               

mitigation techniques (3) detection techniques. 

 

Learning Outcomes 
● The students will be able to identify and exploit vulnerabilities in software and hardware                           

platforms. 

● Students will be able to evaluate systems for certain form of vulnerabilities. 

● Students would be able to partially design software and hardware for security. 

 

 

 

 

https://www.cse.iitm.ac.in/~chester/
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Course prerequisite(s) 
None 

Classroom Mode 
Regular lectures 3 times a week. Assignments / tutorials will be conducted roughly once a 

fortnight. The course requires tutorials to be of a longer duration.  

TextBooks 
Research papers will be followed. These will be shared with the students during the lectures. 

Course Requirements 
 

Tutorials / Assignments 
● There would be around 7 tutorials and assignments. The assignments will be given in                           

the tutorial hour and students are expected to submit by midnight of the same day. 
● Attendance will taken and followed and requirements is as per the institute rules. 
● Submissions must be done through moodle (https://courses.iitm.ac.in) 

 

Planned Syllabus 
 
The following is the syllabus  (not necessarily in this order). 

● Vulnerabilites and Exploits : buffer overflows, return-to-libc, ROPs, double frees, format 

string vulnerabilities, covert channels 

● Mitigations : W^X, ASLR, Canaries, hardware and compiler mitigations 

● Capability and sandboxing systems : SGX, Trustzone 

● Detection mechanisms : malware detection mechanisms, information leak mechanisms, 

static and dynamic techniques 
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● Hardware Security: side-channel attacks, physically unclonable functions, hardware 

trojans. 

Tentative Grading Policy 
 
 

● Assignments 50%; Mid Semester Exam 25%; End Semester Exam 25% 
 (optionally, students can do an end semester course project, instead of the end semester 
exam) 
 

Exam Dates 

● Mid Semester Exam: September 28th, 2018 

● End Semester Exam: November 9th, 2018 

 

Academic Honesty 
Academic honesty is expected from each student participating in the course. NO sharing                         

(willing, unwilling, knowing, unknowing) of assignment code between students, submission of                     

downloaded code (from the Internet, Campus LAN, or anywhere else) is allowed. 

Academic violations will be handled by IITM Senate Discipline and Welfare (DISCO) Committee.                         

Typically, the first violation instance will result in ZERO marks for the corresponding component                           

of the Course Grade and a drop of one- penalty in overall course grade. The second instance of                                   

code copying will result in a ’U’ Course Grade and/or other penalties. The DISCO Committee can                               

also impose additional penalties. 

Please protect your Moodle account password. Do not share it with ANYONE. Do not share your                               

academic disk drive space on the Campus LAN. 

 

 

 

 


